
© Marabu GmbH & Co. KG 1

In the crosshairs of cybercriminals

- A field report from Marabu 
27th of June 2022, SWISS FEA Event
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Cases of cybercrime in the narrower sense (2021)

In 2021, there was a renewed increase in cybercrime offenses in the narrower sense in Germany. The BKA reported a 
total of 39,823 cases. This represents an increase of 12.2% compared to the previous year.

Source: Cybercrime | Bundeslagebild 2020 
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Cases of cybercrime in the narrower sense (2021)

Source: Cybercrime | Bundeslagebild 2021 
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Victims of Cyber Attacks
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The Marabu Case
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The Marabu Case
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Black Friday – 29. November 2019
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First Steps

◼Who must be informed in the company? 

◼How is information passed on?

◼Define Core Team (Management, IT, HR, 

Finance)

◼Form a Crisis Management Team

◼Set up (analog) emergency operation

Communication Channels

Core Team / Crisis Unit

◼After receiving the extortion letter –

involve the police
Involve the police
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Supply Chains – set up emergency operation
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Exploring the Options

Involve police as negotiators 

and follow guidelines/advice

„the faster you get in contact 

the lower price you can 

expect!“

10-14 days are allowed for the 

company to explore options. 

The path to payment should 

always be left open
Balancing between compliance and the survival 

of the company

Make preparation to be able to pay quickly in 

case of doubt

Exploring the Options
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Procedure of the Cyber Attack

Infiltrate malicious 
code

Lateral Movement 
(Get Higher 

Administrative Rights)

Infiltrate systems and 
distribute malicious 

code

Achieve critical mass 
to inflict maximum 

damage

Execute malicious 
code

On average, hackers are on 
your network for 69 days
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The Darknet in the Background
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External Service Provider

Marabu

Bechtle

Police / State 
Criminal 

Police Office 
/ Data 

Security

− Forensic analysis of malware
− Network and security specialists
− Project and emergency managers

Police Department K5 (Cybercrime)
− Investigator
− Negotiation officer & psychologist

State Criminal Police Office

− Forensic analysis of the malware
− Tactical investigation 

Data Protection Authority BW
− Data protection breach detection 

and procedure
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Software used

NUIX Carving
Israeli software to recover and outsource fully 

or partially deleted files and memory

OnTrack EasyRecovery
Recovering hard disk fragments

By using these software products, we were able to recover approximately 

3.8 TB of data.



16 | © Marabu GmbH & Co. KG

Recovery Procedure

Infrastructure Shutdown

Shut down systems that 
are affected by the 
attack. Cut Internet 
connections so that the 
attackers no longer 
have access.

Forensic Analysis

To perform 
countermeasures, you 
need to know what and 
how you were 
compromised

Security Measures

After analyzing the 
malicious code, the 
infrastructure is prepared 
so that systems can be 
restored. These security 
measures are very 
important.

Recovery

After all the measures, 
the restoration of the 
systems begins. Every 
system must be 
controlled. Apply 
patches and tighten 
control of security 
policies

Rework

After the restart, the 
entire infrastructure 
must be checked for 
vulnerabilities and 
security guidelines must 
be tightened and 
revised again.
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Lessons Learned

• External cyber specialists

• Notification to the police

• Documented infrastructure helps external specialists

• Good network specialists are the backbone

• Update contingency plans regularly

• Store backups without tying them to infrastructure (paper, etc..)

• Do not underestimate the effort for internal communication

• Take out cyber insurance, you never know when you might need it

• The better the cybersecurity strategy & crisis management, the better prepared you will be

• Cybersecurity strategy is now the responsibility of management / CEO

• Put cybersecurity to the test on a regular basis.

• Don't stop talking about cyberattacks and their impact
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Cyber Security Trainings
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IT Security

One Network

Protection from Outside 

One Network

Protection from Outside
Extended by Sandbox Systems

Multiple Networks Multiple Networks

Malware monitoring

Former Today – Status 2021
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IT Security ZERO-Trust Environment
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Scope of a safety inspection(PenTest)

1. Phase: 
Information Retrieval

2. Phase: 
Active testing of the IT infrastructure

3. Phase: 
Vulnerability scan

4. Phase: 
Exploiting security vulnerabilities

5. Phase: 
Presentation

6. Phase: 
Rework and ReTesting
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What does it look like when it happens twice? 

- The first time:

• In the beginning we knew nothing

• We had no clear plan

• No experience and exact procedures

- But the second time:

• Knew that an attack was underway 

• Clear planning and strategy 

• Experience in process and strategy

This means: 
For the first attack it took us 9 weeks, for the 

second 48 hours.
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