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Defining Information Governance

WHAT’S IN A NAME

There has been a great deal of confusion around the meaning of the term information
governance. Even though the term has been around for a few years now, the confusion
persists even today.

Professionals at the operational level in many diverse but related information manage-
ment domains hear this term and sometimes think it is nothing more than a rebranding
of what they have been practicing for years. Often, professional pundits adopt the label
as part of their attempt to stay leading edge, but still deliver the same message they have
been delivering for years. Software vendors muddy the waters even further by taking
their existing toolset and rebranding it as “information governance software” without
changing any functionality in their offering.

[s the term information governance merely a
rebranding and regrouping that does not add
any value? Is it similar to the story of the
“The Emperor’s New Clothes”. Two con art-
ists claim they can create beautiful clothes for
the king, but only those who are truly worthy
can see the clothes. In fact, there are no new
clothes, but pride prevents anyone but a child
from speaking out.

Or, is the term information governance more like the
tale of “The Blind Men and the Elephant” where each
blind person sees the elephant only through his own
frame of reference. The person holding the leg inter-
prets the elephant as a pillar, the person holding the
ear senses a fan, the person with the trunk senses a
snake, etc.

We will show that indeed the term creates a new
context that adds value. That is to say, the clothes
are real, there is an elephant that is more than just its individual parts, and that the vari-
ous features of the clothing / elephant can be viewed as a whole in a logical and inte-
grated manner.
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Defining Information Governance

DATA GOVERNANCE

We will start by looking at the term information governance and how it relates
to data governance. A number of pundits make the case that data governance is
not information governance because data governance is, for the most part, an IT
governance function. It may be true that bad data governance was centered in
IT but good data governance is about assigning responsibility for managing cor-
porate data assets. The owners and consumers of these data assets are the busi-
ness. More evolved IT organizations view themselves as the enablers and part-
ners in this process. The data governance process provides a map of how the
traditional data sources are used in the organization.

So, is information governance merely
“good” data governance with a new
£
Se e label, much like the emperor’s invisi-
=B e

:c)‘ ‘,c )Q;“’)“gf:, i I ble wardrobe? The confusion lies in

BT S the fact that data governance typically
B Y - s deals with traditional discrete opera-
B et

tional and financial units of infor-
mation, often as contained in IT appli-
cations and IT managed data reposito-
ries, hence the mis-interpretation cited earlier that data governance is an IT
function. This limited interpretation exists despite the well-known fact that this
type of data often resides in spreadsheets and ad-hoc data stores managed by
the business.

The real difference between data governance and information governance is the
more limited scope of traditional data governance in that: (1) its focus is on only
a portion of an organization’s data assets, i.e. the traditional discrete operational
and financial units of information, (2) its focus is on only a portion of the risk
profile for the organization’s information assets, and (3) its focus is on only part
of the life-cycle management of information assets.

Let’s examine each of these points in more detail.
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DATA TYPES

When we expand outside of the traditional

i e ,'.:;.:m data types we begin to encompass disci-
__s'ﬁénng" mm& - plines such as content management (web
T Ia‘:‘:’ sites, social media communications), man-
e SOCIa X “"peoplencbiak agement of large data sets (big data), doc-

ument management, and email. We've
= posu } 7N D, S >y o - . .
_n&x% Online’“’C e thrown a wider net, but does managing
e et NEANS #5 information under this wider umbrella re-
ally add any value?

When we analyze the entire range of data within the organization, we can start to see
patterns develop. Similar data may reside in many locations and in many formats
within the organization. A new perspective develops. Information can be managed at
a more abstract level, as business attributes within a subject area domain independ-
ent of its format and how it is stored. This abstract perspective can then be applied
consistently across the occurences of these

business attributes in their various forms

and purposes. Through this perspective, Contentow q)

we start to see the relationship between 5 e matin U§
Sot Users page CSKHOW means fr

information architecture and data archi- kg g i peop|e °Wo?%vﬁ%e§s ;L.'f““;"”(;'rt
tecture, and then we can apply that per- WEDS l te “”U qr
spective consistently in light of govern- 0,,,%,3 E g mmr; ‘number

T E @ over

P

ance, risks, and life-cycle.

RISKS

The risks associated with security, business continuity, privacy, litigation readiness,
regulatory compliance, accuracy and consistency are all part of the scope for infor-
mation governance. Before the term information governance was coined, all these
activities were going on in any well run organization. Once again, the question is
posed; does including these disciplines in the larger net of information governance
add value or is an organization just as well off managing business continuity, privacy,
litigation readiness, and regulatory compliance as separate disciplines?
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RISKS (CONTINUED)

Each of these disciplines contains a classification process
for applying requirements in a consistent manner. The
business that has decision rights over a particular subject
area domain should be the same for each of these disci-
plines and the business terms should be the same, but of-
ten they are not when these functions are managed sepa-
rately. So, the combined information architecture / data
architecture perspective actually can limit confusion, pro-
vide consistency, and eliminate duplicated effort.

Medium

Probability

Impact

LIFE-CYCLE MANAGEMENT

Data governance focuses on who can create
and access data. Risk management disci-
plines focus on backing up, restoring, pro-
tecting, and deleting data. Inclusion of all
types of data and all the risks associated with
that data under a single governance umbrella
based on the organization’s information ar-
chitecture and business attributes would
seem to complete the picture. But does it?

In order to manage the life cycle, we need to
include the concept of effective use. Isthe
organization’s information architecture be-
ing leveraged, and is it being optimized? This
is how the information architecture provides
value to the bottom line of the organization
and becomes more than just a risk mitigation strategy. Leveraging the current state is
about validating accuracy and then using the best source of data where multiple cop-
ies exist. Optimizing is about identifying the weak points in the overall information
architecture and putting together a roadmap to address those weaknesses. (See our
article on Sustainable Information Governance for more information on how this is

accomplished.)
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CONTEXT, CONTENT, RISKS

When we leverage the information architecture perspective we can we can get a
picture of the varying aspects of data governance, the additional disciplines rep-
resented by information governance and how these fit together. Taking the per-
spectives of content, context, and risk can provide a map of the overall domain.
(White represents concepts typically in the data governance domain. Black rep-
resents concepts in the expanded information governance domain.)
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